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Appendix: 

2001 The sample xml schema that defines the audit data structure: 
<?xml version="1.0" encoding="UTF-8"?> 

<!- edited with XMLSPY v5 rel. 4 U (http://www.xmlspy.com) by Jun Song --> 
<xs:schema xmlns:xs= ,, http://www.w3.org/2001/XMLSchema M elementFormDefault-'qualified" 
attributeFormDefault= ,, unqualified"> 
<xs:element name="AAA-ARoot"> 
<xs:annotation> 

<xs:documentation>Comment describing your root element</xs:documentation> 
</xs:annotation> 
<xs:complexType> 
<xs:sequence> 

<xs:element name="transaction-id" type="xs:string7> 
<xs:element ref="user-profile7> 
<xs:element ref="authentication-audit7> 
<xs:element name="life-span M > 
<xs:complexType> 
<xs:sequence> 

<xs:element name-'creation-time" type="xs:dateTime7> 
<xs:element name-'expiration-time" type="xs:dateTime"/> 
<xs:element name="timout" type= M xs:int"/> 
</xs:sequence> 
</xs:complexType> 
</xs:element> 

<xs:element ref= n audit-trair7> 
</xs:sequence> 
</xs:complexType> 
</xs:element> 

<xs:element name="user-profile"> 
<xs:complexType> 
<xs:sequence> 

<xs:element name="userid" type- 'xs:string7> 
<xs:element name-'user-registry-domain" type- , xs:string7> 
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